var emailCheck = /^\S+@[\w-]+(?:\.[\w-]+)+$/i;
var telephoneCheck = /^\+?\d{0,25}$/;

function submitCreateAccountRequest(create_account_request_url) {

    var email = document.getElementsByName("email")[0].value.trim();
    var emailWarning = document.getElementById("create_account_emailWarning");
    var password = document.getElementsByName("password")[0].value;
    var passwordWarning = document.getElementById("create_account_passwordWarning");
    var passwordConfirm = document.getElementsByName("passwordConfirm")[0].value;
    var passwordConfirmWarning = document.getElementById("create_account_passwordConfirmWarning");
    var passwordStrength = document.getElementById("progress-bar").getAttribute("class");

    var checksPassed = true;
    var canSendVerification = false;

    if ($('#submit_restful').attr("disabled") != undefined)
        return false;

    if (email == "" || email == "Enter your Email" || (!(emailCheck.test(email)))) {
        emailWarning.hidden = false;
        checksPassed = false;
    } else {
        emailWarning.hidden = true;
    }

    var strengthWarningText = "Password strength can not be weak";
    var spaceWarningText = "Space is not allowed in the password";
    if (password == "" || password == "Enter your Password" || passwordStrength == "progress-bar" || passwordStrength == "progress-bar progress-bar-danger") {
        passwordWarning.innerText = strengthWarningText;
        passwordWarning.hidden = false;
        checksPassed = false;
    } else {
        // check if password contains space
        if (/\s/.test(password)) {
            passwordWarning.innerText = spaceWarningText;
            passwordWarning.hidden = false;
            checksPassed = false;
        } else {
            passwordWarning.hidden = true;
        }
    }

    if (passwordWarning.hidden == true) {
        if (!(password === passwordConfirm)) {
            passwordConfirmWarning.hidden = false;
            checksPassed = false;
        } else {
            passwordConfirmWarning.hidden = true;
        }
    } else {
        passwordConfirmWarning.hidden = true;
    }

    // TODO remove anything related to activation key when release account explicitly
    var activationKey = document.getElementsByName("activationKey")[0].value.trim();
    var activationKeyWarning = document.getElementById("create_account_activationKeyWarning");
    var activationKeyCheck = /^([a-zA-Z1-9]{5})-([a-zA-Z1-9]{4})-([a-zA-Z1-9]{4})-([a-zA-Z1-9]{3})$/;
    if (activationKey == "" || activationKey == "xxxxx-xxxx-xxxx-xxx" || (!(activationKeyCheck.test(activationKey)))) {
        activationKeyWarning.hidden = false;
        checksPassed = false;
    } else {
        activationKeyWarning.hidden = true;
    }


    if (checksPassed) {
        startingRequest();

        $.ajax({
            url: create_account_request_url,
            type: 'post',
            data: {email: email, password: password, activationKey: activationKey},  // TODO: add level to indicate the account is free or premium
            async: false,
            success: function (response) {
                if (response.createAccountResult == "Account Verification") {
                    canSendVerification = true;
                } else if (response.createAccountResult == "Account ALREADY EXIST") {
                    swal("Oops...", "This email address already exists, please choose a different one.", "error");
                } else if (response.createAccountResult == "Account Creation Failed") {
                    swal("Oops...", "The account can be not created due to unexpected error", "error");
                } else if (response.createAccountResult == "Activation key invalid") {
                    swal("Oops...", "The activation key is invalid", "error");
                } else {
                    swal("Oops...", "Unexpected Error, please try again", "error");
                }
                resumedRequest();
            },
            error: function () {
                swal("Oops...", "Something went wrong!", "error");
                resumedRequest();
            }
        });
    }

    return canSendVerification;
}


function resetPasswordRequest(reset_password_request_url) {

    var email = document.getElementsByName("email")[0].value.trim();
    var emailWarning = document.getElementById("create_account_emailWarning");

    var checksPassed = true;

    if ($('#submit_restful').attr("disabled") != undefined)
        return false;

    if (email == "" || email == "Enter your Email" || (!(emailCheck.test(email)))) {
        emailWarning.hidden = false;
        checksPassed = false;
    } else {
        emailWarning.hidden = true;
    }

    if (checksPassed) {
        startingRequest();

        $.ajax({
            url: reset_password_request_url,
            type: 'post',
            data: {email: email},
            success: function (response) {
                if (response.passwordResetResult == "email sent") {
                    swal("Success", "Your password reset email has been sent. Please check your email.", "success");
                } else if (response.passwordResetResult == "not exist") {
                    swal("Oops...", "This email address doesn't exist", "error");
                } else if (response.passwordResetResult == "not activated") {
                    swal("Oops...", "This email is not activated.", "error");
                } else if (response.passwordResetResult == "unknown fail") {
                    swal("Oops...", "Cannot send the password reset email due to unknown failure", "error");
                } else {
                    swal("Oops...", "Unexpected Error, please try again", "error");
                }
                resumedRequest();
            },
            error: function () {
                swal("Oops...", "Something went wrong!", "error");
                resumedRequest();
            }
        });
    }

    return false;
}

function resetPasswordNewPasswordChecking(email, pw_reset_checking_url, login_url, token) {
    var password = document.getElementsByName("password")[0].value;
    var passwordWarning = document.getElementById("create_account_passwordWarning");
    var passwordConfirm = document.getElementsByName("passwordConfirm")[0].value;
    var passwordConfirmWarning = document.getElementById("create_account_passwordConfirmWarning");
    var passwordStrength = document.getElementById("progress-bar").getAttribute("class");

    var checksPassed = true;

    var strengthWarningText = "Password strength can not be weak";
    var spaceWarningText = "Space is not allowed in the password";
    if (password == "" || password == "Enter your Password" || passwordStrength == "progress-bar" || passwordStrength == "progress-bar progress-bar-danger") {
        passwordWarning.innerText = strengthWarningText;
        passwordWarning.hidden = false;
        checksPassed = false;
    } else {
        // check if password contains space
        if (/\s/.test(password)) {
            passwordWarning.innerText = spaceWarningText;
            passwordWarning.hidden = false;
            checksPassed = false;
        } else {
            passwordWarning.hidden = true;
        }
    }

    if (passwordWarning.hidden == true) {
        if (!(password === passwordConfirm)) {
            passwordConfirmWarning.hidden = false;
            checksPassed = false;
        } else {
            passwordConfirmWarning.hidden = true;
        }
    } else {
        passwordConfirmWarning.hidden = true;
    }

    if (checksPassed) {
        startingRequest();

        $.ajax({
            url: pw_reset_checking_url,
            type: 'post',
            data: {
                email: email,
                password: password,
                token: token
            },
            success: function (response) {
                if (response.passwordResetResult == "success") {
                    swal("Success", "Your password has been reset successfully. You will be automatically redirected to the login page in 2 seconds", "success");
                    setTimeout(function () {
                        window.location.replace(login_url);
                    }, 2000);
                } else if (response.passwordResetResult == "failed") {
                    swal("Oops...", "Password can not be reset due to known reason", "error");
                } else {
                    swal("Oops...", "Unexpected Error, please try again", "error");
                }
                resumedRequest();
            },
            error: function () {
                swal("Oops...", "Something went wrong!", "error");
                resumedRequest();
            }
        });
    }

    return false;
}

function submitLoginRequest(login_request_url, user_home_url, verification_url) {
    var email = document.getElementsByName("email")[0].value.trim();
    var emailWarning = document.getElementById("login_emailWarning");
    var password = document.getElementsByName("password")[0].value;
    var passwordWarning = document.getElementById("login_passwordWarning");
    var rememberMe = false;
    var isSpam = document.getElementsByName("login_url_spam")[0].value ? true : false;

    var checksPassed = true;
    var canSubmitForm = false;

    if (email == "" || email == "Email Address" || (!(emailCheck.test(email)))) {
        emailWarning.hidden = false;
        checksPassed = false;
    } else {
        emailWarning.hidden = true;
    }

    if (password == "" || password == "Password") {
        passwordWarning.hidden = false;
        checksPassed = false;
    } else {
        passwordWarning.hidden = true;
    }

    if ($("#toggleRememberEmailSection div:nth-child(2) > div").attr('class').indexOf('success') >= 0) {
        rememberMe = true;
    }

    if (checksPassed && !isSpam) {
        startingRequest();

        $.ajax({
            url: login_request_url,
            type: 'post',
            data: {email: email, password: password, rememberMe: rememberMe},
            async: false,
            success: function (response) {
                if (response.loginResult == "Login Successful") {
                    //swal("Success", "Login Successfully, the web page will be redirected soon", "success");
                    window.location.replace(user_home_url);
                } else if (response.loginResult == "Not Match") {
                    swal("Oops...", "The email or password you entered is incorrect.", "error");
                } else if (response.loginResult == "Not Activated") {
                    //swal("Email is Not Verified", "will redirect to the verification page")
                    canSubmitForm = true;
                    $("#sendLoginRequest").attr("action", verification_url);
                } else {
                    swal("Oops...", "Unexpected Error, please try again", "error");
                }
                resumedRequest();
            },
            error: function () {
                swal("Oops...", "Something went wrong!", "error");
                resumedRequest();
            }
        });
    }

    return canSubmitForm;
}

function submitResendVerificationEmailRequest(resend_verification_email_url) {

    var email = document.getElementById("email").textContent;
    var requestAnimationParent = "#sendAgain";

    startingRequestCustom(requestAnimationParent);

    $.ajax({
        url: resend_verification_email_url,
        type: 'post',
        data: {email: email},
        success: function (response) {
            if (response.verificationEmailResult == "verifying") {
                swal("Success", "The verification email has been resent successfully", "success");
            } else if (response.verificationEmailResult == "activated already") {
                swal("Oops...", "This email address is already activated.", "error");
            } else {
                swal("Oops...", "The verification email cannot be sent", "error");
            }

            resumedRequestCustom(requestAnimationParent);
        },
        error: function () {
            swal("Oops...", "Something went wrong!", "error");
            resumedRequestCustom(requestAnimationParent);
        }
    });
}

function startingRequestCustom(parent) {
    $(parent + ' .submit-btn').hide();
    $(parent + ' .loadingSymbol').css("display", "block");
    $(parent + ' .loadingSymbol').css("visibility", "visible");
}

function resumedRequestCustom(parent) {
    $(parent + ' .loadingSymbol').css("display", "none");
    $(parent + ' .loadingSymbol').css("visibility", "hidden");
    $(parent + ' .submit-btn').show();
}

function sendContactRequest(contactUrl) {
    var contact_name = document.getElementsByName("contact_name")[0].value.trim();
    var nameWarning = document.getElementById("contact_nameWarning");
    var contact_email = document.getElementsByName("contact_email")[0].value.trim();
    var emailWarning = document.getElementById("contact_emailWarning");
    var contact_company = document.getElementsByName("contact_company")[0].value.trim();
    var contact_telephone = document.getElementsByName("contact_telephone")[0].value.trim();
    var contact_subject = document.getElementsByName("contact_subject")[0].value.trim();
    var subjectWarning = document.getElementById("contact_subjectWarning");
    var contact_message = document.getElementsByName("contact_message")[0].value.trim();
    var messageWarning = $('#contact_messageWarning');
    var isSpam = document.getElementsByName("contact_url")[0].value ? true : false;
    var subscribeMe = false;

    var checksPassed = true;

    if (document.getElementById('toggleSubscribe').checked == true) {
        subscribeMe = false;
    } else {
        subscribeMe = true;
    }

    if (contact_name == "" || contact_name == "Name*") {
        nameWarning.hidden = false;
        checksPassed = false;
    } else {
        nameWarning.hidden = true;
    }

    if ((contact_email == "") || (!(emailCheck.test(contact_email)))) {
        emailWarning.hidden = false;
        checksPassed = false;
    } else {
        emailWarning.hidden = true;
    }

    if (contact_subject == "" || contact_subject == "Subject*") {
        subjectWarning.hidden = false;
        checksPassed = false;
    } else {
        subjectWarning.hidden = true;
    }

    if ((contact_message == "") || (contact_message == "Message*")) {
        messageWarning.css("visibility", "visible");
        checksPassed = false;
    } else {
        messageWarning.css("visibility", "hidden");
    }

    if (checksPassed && !isSpam) {
        startingRequest();
        $.ajax({
            url: contactUrl,
            type: 'post',
            data: {
                contact_name: contact_name,
                contact_email: contact_email,
                contact_company: contact_company,
                contact_telephone: contact_telephone,
                contact_subject: contact_subject,
                contact_message: contact_message,
                subscribeMe: subscribeMe
            },
            success: function (response) {
                if (response.inquirySent == "Success") {
                    swal("Thank you!", "Thank you for contacting us. Your message has been successfully sent. We will get back to you as soon as possible.", "success");
                    emptyAllFields();
                } else {
                    swal("Oops...", "Something went wrong!", "error");
                }
                resumedRequest();
            },
            error: function () {
                swal("Oops...", "Something went wrong!", "error");
                resumedRequest();
            }
        });
    }

    return false;
}

function sendDemoRequest(demoRequestUrl) {
    var contact_name = document.getElementsByName("contact_name")[0].value.trim();
    var nameWarning = document.getElementById("contact_nameWarning");
    var contact_company = document.getElementsByName("contact_company")[0].value.trim();
    var companyWarning = document.getElementById("contact_companyWarning");
    var contact_jobTitle = document.getElementsByName("contact_job_title")[0].value.trim();
    var jobTitleWarning = document.getElementById("contact_jobTitleWarning");
    var contact_email = document.getElementsByName("contact_email")[0].value.trim();
    var emailWarning = document.getElementById("contact_emailWarning");
    var contact_telephone = document.getElementsByName("contact_telephone")[0].value.trim();
    var phoneWarning = document.getElementById("contact_phoneWarning");
    var contact_country_element = document.getElementById("select_country");
    var contact_country = contact_country_element.options[contact_country_element.selectedIndex].value;
    var countryWarning = document.getElementById("contact_countryWarning");
    var isSpam = document.getElementsByName("demo_url")[0].value ? true : false;
    var subscribeMe = false;

    var checksPassed = true;
    if (document.getElementById('toggleSubscribeDemoRequest').checked === true) {
        subscribeMe = true;
    } else {
        subscribeMe = false;
    }

    if (contact_name === "" || contact_name === "Name*") {
        nameWarning.hidden = false;
        $('#contact_nameWarning').css("display", "inline-block");
        checksPassed = false;
    } else {
        $('#contact_nameWarning').css("display", "none");
        nameWarning.hidden = true;
    }

    if (contact_company === "" || contact_company === "Company*") {
        companyWarning.hidden = false;
        $('#contact_companyWarning').css("display", "inline-block");
        checksPassed = false;
    } else {
        $('#contact_companyWarning').css("display", "none");
        companyWarning.hidden = true;
    }

    if (contact_jobTitle === "" || contact_jobTitle === "Job Title*") {
        jobTitleWarning.hidden = false;
        $('#contact_jobTitleWarning').css("display", "inline-block");
        checksPassed = false;
    } else {
        $('#contact_jobTitleWarning').css("display", "none");
        jobTitleWarning.hidden = true;
    }

    if ((contact_email === "") || (!(emailCheck.test(contact_email)))) {
        emailWarning.hidden = false;
        $('#contact_emailWarning').css("display", "inline-block");
        checksPassed = false;
    } else {
        $('#contact_emailWarning').css("display", "none");
        emailWarning.hidden = true;
    }

    if ((contact_telephone === "") || ((telephoneCheck.test(contact_telephone)))) {
        phoneWarning.hidden = true;
        $('#contact_phoneWarning').css("display", "none");
    } else {
        checksPassed = false;
        $('#contact_phoneWarning').css("display", "inline-block");
        phoneWarning.hidden = false;
    }

    if (contact_country === "" || contact_country === "Select Country*") {
        countryWarning.hidden = false;
        $('#contact_countryWarning').css("display", "inline-block");
        checksPassed = false;
    } else {
        $('#contact_countryWarning').css("display", "none");
        companyWarning.hidden = true;
    }

    if (checksPassed && !isSpam) {
        startingRequest();
        $.ajax({
            url: demoRequestUrl,
            type: 'post',
            data: {
                contact_name: contact_name,
                contact_email: contact_email,
                contact_company: contact_company,
                contact_telephone: contact_telephone,
                contact_subject: "default",
                contact_message: "default",
                subscribeMe: subscribeMe,
                contact_title: contact_jobTitle,
                contact_country: contact_country
            },
            success: function (response) {
                if (response.inquirySent === "Success") {
                    swal("Thank you!", "Thank you for requesting a demo. Your request has been successfully received. We will get back to you as soon as possible.", "success");
                    emptyAllFields();
                } else {
                    swal("Oops...", "Something went wrong!", "error");
                }
                resumedRequest();
            },
            error: function () {
                swal("Oops...", "Something went wrong!", "error");
                resumedRequest();
            }
        });
    }
    return false;
}

function startingRequest() {
    $('.submit-btn').hide();
    $('.loadingSymbol').css("display", "block");
    $('.loadingSymbol').css("visibility", "visible");
}

function resumedRequest() {
    $('.loadingSymbol').css("display", "none");
    $('.loadingSymbol').css("visibility", "hidden");
    $('.submit-btn').show();
}

function emptyAllFields() {
    $("input[type='text']").val("");
    $("input[type='password']").val("");
    $("input[type='text']").trigger('blur');
    $("input[type='password']").trigger('blur');

    $("textarea").val("");
    $("textarea").trigger('blur');

    // Reset the chosen viewing experience back to default
    $("#device-dropdown").html('<i class="fa fa-desktop fa-lg"><!-- --></i>&#160; &#160; Desktop - 1280px<span id="device-caret" class="caret"><!-- --></span>');
}

function protocolCheck(url) {
    var protocol = url.substring(0, url.indexOf("://"));
    return (protocol == "http" || protocol == "https");
}

function checkPasswordToggle() {
    var authSection = $("#authSection");
    var toggleElement = document.getElementById('toggleProtected');

    if (toggleElement && toggleElement.checked) {
        authSection.show();
    } else {
        authSection.hide();
    }
}

function checkMembersOnlyToggle() {
    var authSection = $("#memberSection");
    var toggleElement = document.getElementById('toggleMembersOnly');

    if (toggleElement && toggleElement.checked) {
        authSection.show();
    } else {
        authSection.hide();
    }
}

function checkHintToggle() {
    var hintSection = $(".hintSection");
    var toggleElement = document.getElementById('toggleHint');
    if (toggleElement && toggleElement.checked) {
        hintSection.show();
    } else {
        hintSection.hide();
    }
}

function isIE() {
    var userAgent = window.navigator.userAgent;
    if (userAgent != undefined && userAgent != null) {
        return (userAgent.indexOf('MSIE ') > 0) || (userAgent.indexOf('Trident/') > 0);
    }
    return false;
}

function updatePlaceholderColor() {
    var $inputs = $("input[type=text],[type=password]");
    $inputs.each(function () {
        var $input = $(this);
        var placeholderValue = $input.attr("placeholder");
        if (placeholderValue != undefined && placeholderValue != null) {
            $input.attr("style", "color: #B6B6B6");
            $input.focus(function () {
                this.style.color = "#808080";
                if (this.value == placeholderValue) {
                    this.value = "";
                }
            });
            $input.blur(function () {
                if (this.value == "") {
                    if ($(this).attr("type") == "password") {
                        this.style.color = "#B6B6B6";
                        return;
                    }
                    this.value = placeholderValue;
                    this.style.color = "#B6B6B6";
                }
            });
        }
    })
}

// return true if the device is selected, false if unselected, undefined if no change
function focusElementForCombinedPDF($element) {
    // if the current element is not selected
    if ($element.attr("selected") == undefined) {
        $element.css("border-color", "#FF9E15");
        $element.css("background-color", "FED79B");
        $element.attr("selected", true);
        return true;
    }
    // if the current element is selected
    else {
        // cannot unselect the current element if it is the only device selected
        var numSelectedDevice = 0;
        var $devices = $(".devicePanel");
        $devices.each(function () {
            if ($(this).attr("selected") != undefined) {
                numSelectedDevice++
            }
        });

        if (numSelectedDevice > 1) {
            $element.css("border-color", "#C0C0C0");
            $element.css("background-color", "inherit");
            $element.attr("selected", false);
            return false;
        }
        return undefined;
    }
}

function focusElement($element) {
    var $devices = $(".devicePanel");
    $devices.each(function () {
        $(this).css("border-color", "#C0C0C0");
        $(this).css("background-color", "inherit");
        $(this).attr("selected", false);
    });
    $element.css("border-color", "#FF9E15");
    $element.css("background-color", "#FED79B");
    $element.attr("selected", true);
}

function hideAll(className) {
    var $elements = $("." + className);
    $elements.each(function () {
        this.hidden = true;
    });
}

function getViewingExperience() {
    const viewingExperience = $("#device-dropdown").text().trim();
    return {
        req_device: viewingExperience.replace(' - ', ' '),
        req_orientation: viewingExperience.toLowerCase().includes("desktop") ? '' : "Portrait"
    };
}

jQuery.fn.rotate = function (degrees) {
    $(this).css({
        '-webkit-transform': 'rotate(' + degrees + 'deg)',
        '-moz-transform': 'rotate(' + degrees + 'deg)',
        '-ms-transform': 'rotate(' + degrees + 'deg)',
        'transform': 'rotate(' + degrees + 'deg)'
    });
    return $(this);
};

function getQueryStringValue(key) {
    return decodeURIComponent(window.location.search.replace(new RegExp("^(?:.*[&\\?]" + encodeURIComponent(key).replace(/[\.\+\*]/g, "\\$&") + "(?:\\=([^&]*))?)?.*$", "i"), "$1"));
}

function onCrawlRequest(form_url, form_url_singlepg) {
    var req_url;
    var req_email;
    var protocolWarning;
    var emailWarning;
    var checksPassed = true;

    var toggle;
    var username;
    var password;

    var memToggle;
    var memUsername;
    var memPassword;

    var injection;

    var custom_url;
    var usedHint;
    var usedEngine = 3;
    var subscribeMe;

    var isSpam = document.getElementsByName("app_url")[0].value ? true : false;

    var queryEngine = getQueryStringValue("engine");
    if (queryEngine != null) {
        usedEngine = queryEngine;
    }

    custom_url = document.getElementById('toggleHomePage').checked ? form_url_singlepg : form_url;
    usedHint = document.getElementById('toggleHint').checked;
    subscribeMe = document.getElementById('toggleSubscribe').checked;

    const {req_device, req_orientation} = getViewingExperience();

    req_url = (document.getElementsByClassName("genericFormInput")[0]).value.trim();
    protocolWarning = $('#reqUrlProtocolWarning');

    /* Characters which are allowed to appear in a URL
     * In theory: specified by RFC 3986
     * In practice: https://stackoverflow.com/a/42287988
     * We also allow spaces for compatibility
     */
    var siteCheckValidURLChars = /^[ \w\-.~:\/?#\[\]@!$&'()*+,;=%^\\`{}|]+$/;
    /* Checks URL syntax with a domain name
     * - Subdomains are limited to 63 characters
     * - TLDs can only contain letters, unless they are IDNs (https://en.wikipedia.org/wiki/Internationalized_domain_name#Top-level_domain_implementation)
     * - IDN TLDs start with xn--, followed by Punycode-encoded characters (i.e. letters, numbers and hyphens)
     */
    var siteCheckURL = /^(?:https?:\/\/)?(?:[a-zA-Z0-9_\-]{1,63}\.)+(?:[A-Za-z]{1,63}|xn--[a-zA-Z0-9\-]{1,59})(?::\d+)?(?:\/.*)?$/gi;
    /* Checks URL syntax with an IP address
     * - IP addresses must contain 4 octets separated by .'s, and each octet must be in the range 0-255
     */
    var siteCheckIP = /^(?:https?:\/\/)?(?:[a-zA-Z0-9_\-]{1,63}\.)*(?:(?:\d{1,2}|1\d\d|2[0-4]\d|25[0-5])\.){3}(?:(?:\d{1,2}|1\d\d|2[0-4]\d|25[0-5]))(?::\d+)?(?:\/.*)?$/gi

    if (!siteCheckValidURLChars.test(req_url) ||
        !(siteCheckURL.test(req_url) || siteCheckIP.test(req_url)) ||
        (!(req_url.indexOf("://") == -1) && !protocolCheck(req_url))) {
        protocolWarning.css("visibility", "visible");
        checksPassed = false;
    } else {
        protocolWarning.css("visibility", "hidden");
        checksPassed = true;
    }

    req_email = document.getElementById("emailField").value.trim();
    emailWarning = $('#emailNotProvidedWarning');

    if ((req_email == "") || (!(emailCheck.test(req_email)))) {
        emailWarning.css("visibility", "visible");
        checksPassed = false;
    } else {
        emailWarning.css("visibility", "hidden");
    }

    if (checksPassed && !isSpam) {

        toggle = document.getElementById("toggleProtected").checked;
        memToggle = document.getElementById("toggleMembersOnly").checked;

        if (toggle) {
            username = document.getElementsByName("username")[0].value.trim();
            password = document.getElementsByName("password")[0].value.trim();
        }

        injection = document.getElementsByName("injection")[0].value.trim();

        if (memToggle) {
            memUsername = document.getElementsByName("memUsername")[0].value.trim();
            memPassword = document.getElementsByName("memPassword")[0].value.trim();
        }

        startingRequest();
        $.ajax({
            url: custom_url,
            type: 'post',
            data: {
                url: req_url,
                emailTo: req_email,
                username: ((username === "") ? undefined : username),
                memberUsername: ((memUsername == "") ? undefined : memUsername),
                password: ((password == "") ? undefined : password),
                memberPassword: ((memPassword == "") ? undefined : memPassword),
                hint: usedHint,
                device: req_device,
                orientation: req_orientation,
                engine: usedEngine,
                injection: ((injection == "") ? undefined : injection),
                subscribeMe: subscribeMe
            },
            success: function (response) {
                if (response.jobId) {
                    swal({
                        title: "Your request has been successfully submitted!",
                        html: "<div>Veeva Web2PDF.com will notify you by email when the PDF is generated and ready for you to download. </div><div style='margin:10px; width: 100%;'><a href='https://veevaweb2pdf.com/hints'><b>Learn More</b></a> <b> about capturing complex interactions</b></div>",
                        type: "success"
                    });
                    emptyAllFields();
                } else if (response.responseStatus === "OPERATION_NOT_ALLOWED") {
                    if (response.responseMessage === "DUPLICATE") {
                        swal("Oops...", "You have already submitted a request for " + req_url + ". Veeva Web2PDF will notify you by email when the PDF is generated and ready for download.", "error");
                    } else if (response.responseMessage === "LIMIT_EXCEEDED") {
                        var msg = "Maximum of " + response.numRecentReqAllowed + " requests can be submitted per hour. Please come back and try again later.";
                        swal("Oops...", msg, "error");
                    } else {
                        swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                    }
                } else if (response.responseStatus === "CENTRAL_SERVER_DOWN") {
                    swal({
                        title: "Veeva Web2PDF is undergoing maintenance.",
                        html: 'Your request cannot be processed at the moment. <br> Please try again in a few minutes.',
                        imageUrl: "https://s3.us-east-2.amazonaws.com/web2pdf-static/maintenance-icon.png"
                    });
                } else if (response.responseStatus === "INVALID_DATA") {
                    swal("Oops...", "Both the URL and e-mail address have to be valid.", "error");
                } else {
                    swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                }
                resumedRequest();
            },
            error: function () {
                swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                resumedRequest();
            }
        });
    }

    return false;
}


function onCrawlRequestFromRegister(crawl_url, login_url, preference_saving_url) {
    var req_url;
    var protocolWarning;
    var checksPassed = true;

    var username;
    var password;

    var injection;

    var single_page;
    var usedHint;
    var usedEngine;
    var subscribeMe;

    var req_device = "";
    var req_orientation = "";

    var iPhone6S = "4.7'' Smartphone (i.e. iPhone 6s)";
    var iPad = "9.7'' Tablet (i.e. iPad Air / Pro)";

    var generatePDFParent = "#generatePDF";

    single_page = document.getElementById('toggleHomePage').checked;
    usedHint = document.getElementById('toggleHint').checked;
    usedEngine = document.getElementById('toggleEngine3').checked ? "3" : "2";
    subscribeMe = !document.getElementById('toggleSubscribe').checked;

    // get the required device(s) and its orientation
    if ($("#desktop").attr("selected") != undefined) {
        req_device = req_device + "-Desktop";
        req_orientation = req_orientation + "-None";
    }
    if ($("#phone").attr("selected") != undefined) {
        req_device = req_device + "-iPhone";
        if ($("#phoneIcon").attr("rotated") == "true") {
            req_orientation = req_orientation + "-Landscape";
        } else {
            req_orientation = req_orientation + "-Portrait";
        }
    }
    if ($("#tablet").attr("selected") != undefined) {
        req_device = req_device + "-iPad";
        if ($("#tabletIcon").attr("rotated") == "true") {
            req_orientation = req_orientation + "-Landscape";
        } else {
            req_orientation = req_orientation + "-Portrait";
        }
    }
    req_device = req_device.substring(1);
    req_orientation = req_orientation.substring(1);

    req_url = (document.getElementsByClassName("genericFormInput")[0]).value.trim();
    protocolWarning = $('#reqUrlProtocolWarning');

    var siteCheck = /[-a-zA-Z0-9@:%_\+.~#?&//=]{2,256}\.[a-z]{2,12}\b(\/[-a-zA-Z0-9@:%_\+.~#?&//=]*)?/gi;

    if (!(siteCheck.test(req_url)) || (!(req_url.indexOf("://") == -1) && !protocolCheck(req_url))) {
        protocolWarning.css("visibility", "visible");
        checksPassed = false;
    } else {
        req_url = decodeURI(req_url);
        protocolWarning.css("visibility", "hidden");
        checksPassed = true;
    }

    if (checksPassed) {
        username = document.getElementsByName("username")[0].value.trim();
        password = document.getElementsByName("password")[0].value.trim();
        //injection = document.getElementsByName("injection")[0].value.trim();

        startingRequestCustom(generatePDFParent);
        $.ajax({
            url: crawl_url,
            type: 'post',
            data: {
                url: req_url,
                single_page: single_page,
                username: ((username == "") ? undefined : username),
                password: ((password == "") ? undefined : password),
                hint: usedHint,
                device: req_device,
                orientation: req_orientation,
                engine: usedEngine,
                injection: ((injection == "") ? undefined : injection),
                subscribeMe: subscribeMe
            },
            success: function (response) {
                if (response.jobId != undefined) {
                    swal("Your request has been successfully submitted!", ("Veeva Web2PDF.com will notify you by email when the PDF is generated and ready for you to download."), "success");
                    submitPreferenceSavingRequest(preference_saving_url, login_url, true);
                } else if (response.responseStatus == "OPERATION_NOT_ALLOWED") {
                    if (response.responseMessage == "DUPLICATE") {
                        swal("Oops...", "You have already submitted a request for " + req_url + ". Veeva Web2PDF will notify you by email when the PDF is generated and ready for download.", "error");
                    } else if (response.responseMessage == "LIMIT_EXCEEDED") {
                        var msg = "Maximum of " + response.numRecentReqAllowed + " requests can be submitted per hour. Please come back and try again later.";
                        swal("Oops...", msg, "error");
                    } else {
                        swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                    }
                } else if (response.responseStatus == "TIMEOUT") {
                    swal("Oops...", "Your session has timed out.", "error");
                    setTimeout(function () {
                        window.location.replace(login_url);
                    }, 2000);
                } else {
                    swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                }
                resumedRequestCustom(generatePDFParent);
            },
            error: function () {
                swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                resumedRequestCustom(generatePDFParent);
            }
        });
    }

    return false;
}

function submitPreferenceSavingRequest(preference_saving_url, login_url, noMessage) {
    var req_url;
    var singlePage;
    var protocolWarning;
    var checksPassed = true;


    var req_device = "";
    var req_orientation = "";

    var preferenceSavingParent = "#save";

    singlePage = document.getElementById('toggleHomePage').checked;

    let usedHint = document.getElementById('toggleHint').checked ? "true" : "false";
    let usedEngine = document.getElementById('toggleEngine3').checked ? "true" : "false";
    let subscribeMe = document.getElementById('toggleSubscribe').checked ? "true" : "false";
    let isProtected = document.getElementById('toggleProtected').checked ? "true" : "false";

    // get the required device(s) and its orientation
    if ($("#desktop").attr("selected") != undefined) {
        req_device = req_device + "-Desktop";
        req_orientation = req_orientation + "-None";
    }
    if ($("#phone").attr("selected") != undefined) {
        req_device = req_device + "-iPhone";
        if ($("#phoneIcon").attr("rotated") == "true") {
            req_orientation = req_orientation + "-Landscape";
        } else {
            req_orientation = req_orientation + "-Portrait";
        }
    }
    if ($("#tablet").attr("selected") != undefined) {
        req_device = req_device + "-iPad";
        if ($("#tabletIcon").attr("rotated") == "true") {
            req_orientation = req_orientation + "-Landscape";
        } else {
            req_orientation = req_orientation + "-Portrait";
        }
    }
    req_device = req_device.substring(1);
    req_orientation = req_orientation.substring(1);

    req_url = (document.getElementsByClassName("genericFormInput")[0]).value.trim();
    protocolWarning = $('#reqUrlProtocolWarning');

    var siteCheck = /[-a-zA-Z0-9@:%_\+.~#?&//=]{2,256}\.[a-z]{2,12}\b(\/[-a-zA-Z0-9@:%_\+.~#?&//=]*)?/gi;

    if (!(siteCheck.test(req_url)) || (!(req_url.indexOf("://") == -1) && !protocolCheck(req_url))) {
        protocolWarning.css("visibility", "visible");
        checksPassed = false;
    } else {
        req_url = decodeURI(req_url);
        protocolWarning.css("visibility", "hidden");
        checksPassed = true;
    }

    if (checksPassed) {

        if (!noMessage)
            startingRequestCustom(preferenceSavingParent);
        //Calls #userHomeSaveRequest in AccountController.java
        $.ajax({
            url: preference_saving_url,
            type: 'post',
            data: {
                url: req_url,
                singlePage: singlePage,
                hint: usedHint,
                device: req_device,
                orientation: req_orientation ,
                engine: usedEngine,
                subscribeMe: subscribeMe,
                isProtected: isProtected
            },
            success: function (response) {
                if (response.preferenceSavingResult == "saved") {
                    if (!noMessage)
                        swal("Success", "Your preference has been saved successfully", "success");
                } else if (response.preferenceSavingResult == "timeout") {
                    if (!noMessage)
                        swal("Oops...", "Your session has timed out.", "error");
                    setTimeout(function () {
                        window.location.replace(login_url);
                    }, 2000);
                } else if (response.preferenceSavingResult == "saving failed") {
                    if (!noMessage)
                        swal("Oops...", "Something went wrong! Your preference can not be saved", "error");
                } else {
                    if (!noMessage)
                        swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                }
                if (!noMessage)
                    resumedRequestCustom(preferenceSavingParent);
            },
            error: function () {
                if (!noMessage) {
                    swal("Oops...", "Something went wrong! Please contact Admin via the contact page", "error");
                    resumedRequestCustom(preferenceSavingParent);
                }
            }
        });
    }

    return false;
}


$(document).ready(function () {
    // responsive view for mobile devices
    var content = (screen.width >= 700) ? 'width=414px, height=1100px, initial-scale=1' : 'width=414px, height=1100px';
    var iOS = /iPad|iPhone|iPod/.test(navigator.userAgent);
    $('head').prepend('<meta name="viewport" content="' + content + '" />');

    // initialize JQuery Placeholder Plugin
    $(":input[placeholder]").placeholder();

    // initialize JQuery Fit Text Plugin
    $(".heroMessageHeading").fitText(0.6, {minFontSize: '64px', maxFontSize: '108px'});
    $(".heroMessageBody").fitText(1.2, {minFontSize: '36px', maxFontSize: '48px'});

    // check the password toggle whenever the page is loaded
    checkPasswordToggle();
    checkMembersOnlyToggle();
    // check the hint toggle whenerver the page is loaded
    checkHintToggle();


    window.onbeforeunload = function () {
        window.scrollTo(0, 0);
    };

    $(".submit-btn").keypress(function (e) {
        if (e.keyCode == 13) {
            this.click();
        }
    });

    $("#emailField").keypress(function (e) {
        if (e.keyCode == 13) {
            $(".submit-btn").trigger("click");
        }
    });

    $("#toggleProtected").change(function () {
        checkPasswordToggle();
    });

    $("#toggleMembersOnly").change(function () {
        checkMembersOnlyToggle();
    });

    $("#toggleHint").change(function () {
        checkHintToggle();
    });


    $(".left-column").on("click", function (e) {
        if (iOS) {
            var tooltip = $(e.target).closest("div").find(".tooltipHover");
            var check = $(e.target).parent().hasClass("hoverLine");
            if (check) {
                tooltip.css("display", "inline-flex");
            } else {
                tooltip.css("display", "none");
            }
        }
    });

    $(".web-to-pdf-form").on("click", function (e) {
        if (iOS) {
            var tooltip = $(e.target).closest("div").find(".tooltipHover");
            var check = $(e.target).parent().hasClass("hoverLine");
            if (check) {
                tooltip.css("display", "inline-flex");
            } else {
                tooltip.css("display", "none");
            }
        }
    });
    $(".rotatePanel").hide();

    var isUserHome = window.location.toString().indexOf("user_home") >= 0;
    if (isUserHome) {
        $(".devicePanel").on("click", function (e) {
            var device = this.id;
            var iPhone6SLabel = document.getElementById("iPhone6S");
            var iPadAirLabel = document.getElementById("iPadAir");
            var desktopLabel = document.getElementById("desktop1280");
            var rotatePanel = $(".rotatePanel");

            var changeLabel = focusElementForCombinedPDF($(this));

            if (changeLabel) {
                if (device == "phone") {
                    iPhone6SLabel.hidden = false;
                    rotatePanel.show();
                } else if (device == "tablet") {
                    iPadAirLabel.hidden = false;
                    rotatePanel.show();
                } else if (device == "desktop") {
                    desktopLabel.hidden = false;
                }
            }
            // when a device version is unselected
            else if (changeLabel == false) {
                if (device == "phone") {
                    iPhone6SLabel.hidden = true;
                    // hide rotate panel if ipad is not selected either
                    if (iPadAirLabel.hidden) {
                        rotatePanel.hide();
                    }
                } else if (device == "tablet") {
                    iPadAirLabel.hidden = true;
                    // hide rotate panel if iphone is not selected either
                    if (iPhone6SLabel.hidden) {
                        rotatePanel.hide();
                    }
                } else if (device == "desktop") {
                    desktopLabel.hidden = true;
                }
            }
        });

        $(".rotatePanel").on("click", function (e) {
            // find the active device id by checking the displayed label
            var iPhone6SLabel = document.getElementById("iPhone6S");
            var iPadAirLabel = document.getElementById("iPadAir");
            var desktopLabel = document.getElementById("desktop1280");

            var deviceToRotate = undefined;
            // if both iphone and ipad are selected
            if (!iPhone6SLabel.hidden && !iPadAirLabel.hidden) {
                if ($("#phoneIcon").attr("rotated") != "true" && $("#tabletIcon").attr("rotated") != "true")
                    deviceToRotate = $("#phoneIcon");
                else if ($("#phoneIcon").attr("rotated") == "true" && $("#tabletIcon").attr("rotated") != "true")
                    deviceToRotate = $("#tabletIcon");
                else if ($("#phoneIcon").attr("rotated") == "true" && $("#tabletIcon").attr("rotated") == "true")
                    deviceToRotate = $("#phoneIcon");
                else
                    deviceToRotate = $("#tabletIcon");
            }
            // when only iphone is selected
            else if (!iPhone6SLabel.hidden && iPadAirLabel.hidden) {
                deviceToRotate = $("#phoneIcon");
            }
            // when only ipad is selected
            else if (iPhone6SLabel.hidden && !iPadAirLabel.hidden) {
                deviceToRotate = $("#tabletIcon");
            }

            // do the rotation
            if (deviceToRotate.attr("rotated") == "true") {
                deviceToRotate.attr("rotated", false);
                deviceToRotate.rotate(360);
            } else {
                deviceToRotate.attr("rotated", true);
                deviceToRotate.rotate(90);
            }
        });
    }

    $(".nonRotateDevicePanel").on("click", function (e) {
        var icon = $(this);
        var rotateIcon = $(".nonRotateDevicePanel")[0];
        rotateIcon.hidden = icon.attr(selected);
    });


    if (isIE()) {
        updatePlaceholderColor();
    }

    $(function () {
        $(document).tooltip({
            items: "span.hoverLine",
            delay: 100,
            content: function () {
                var element = $(this);
                if (element.is("span.hoverLine")) {
                    var parent = $(this).closest(".single_editable_item_row");
                    var custom_p = parent.find("p.tooltipHover").clone();
                    return (custom_p.css("display", "inline-block"));
                }
            }
        });
    });

    $.ajaxSetup({cache: false});

    //hide text toggle

    var urlParams;
    (window.onpopstate = function () {
        var match,
            pl = /\+/g,  // Regex for replacing addition symbol with a space
            search = /([^&=]+)=?([^&]*)/g,
            decode = function (s) {
                return decodeURIComponent(s.replace(pl, " "));
            },
            query = window.location.search.substring(1);

        urlParams = {};
        while (match = search.exec(query))
            urlParams[decode(match[1])] = decode(match[2]);
    })();

    $("#toggleHint").bootstrapToggle('on');
    $("#toggleHintSection").hide();
    $("#toggleEngine3").bootstrapToggle('on');

    $(".web2pdf_trial_button").on('click', 'a.anchorLinkn', function (e) {
        e.preventDefault();
        const elem = this; // save it so we can use it in the animate

        $('html, body').animate({
            scrollTop: $($(elem).attr('href')).offset().top
        }, 350);
        return false;
    });

    //For security reasons, the jquery injection box will only be available on DEV and local
    //UPDATE: Hide these fields from DEV and local as well
    $("#jquerytitle").hide();
    $("#jqueryinfo").hide();
    $("#injectionField").hide();
    $("#invalidInjectionWarning").hide();
});

